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Milwaukee, Wis. - Even if high gas prices are draining your budget, don’t fall for this
scam. Scammers are tempting drivers with phony gas station gift cards. It’s really a
way to get your credit card details and other personal information.

How the scam works

You see a post on social media, get an email, or take a survey that says you won a
$500 gas station gift card. Currently, the scam claims to be from Shell, but watch
out for scammers using different gas station brands too.

To get the gift card, you only need to pay a small fee. But when scammers get your
credit or debit card information, they will likely charge your account for amounts
you never approved. One consumer told BBB Scam Tracker: “They said | won a Shell
gas card and had to pay $1.95 for shipping. A day later, they took $89.95 out of my
account. | called about the charge, and they fixed it, but the next day, another
$89.95 was taken out again.”

In addition to your credit card information, the scam may also request other
personal details. Some consumers say they were asked to fill out a form and
provide their name, phone number, physical address, credit card information, and
other details. Sharing these details with scammers can open you up to identity
theft.

How to avoid prize scams

* Never pay to win. No legitimate company will ask you to pay money to
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receive something you won or to get a free gift. If someone asks you to pay
even a small fee to receive a prize, you're probably dealing with a scammer.

* Do your research. Impostor scams are common, so if a large company seems
to be offering you a free gift, do some research first. Visit the company’s
official website (by typing it into your web browser, not by following a link
someone sent you) to see if they really are participating in some kind of
giveaway.

 Don’t act on impulse. Scammers are hoping you’ll get so excited about their
offer that you won't stop thinking about any suspicious details. Use your good
judgment and question any offer that seems too good to be true.

For more information

Check out this article for examples of the scam and an official statement from Shell.
For more helpful tips, see the BBB Tip: Sweepstakes, Lottery, and Prize Scams and
read this tip about text message phishing scams.

If you notice a scam circulating on Facebook or elsewhere, report it
to BBB.org/ScamTracker. Your report can help others recognize the danger.

For more information or further inquiries, contact the Wisconsin BBB

at www.bbb.org/wisconsin, 414-847-6000 or 1-800-273-1002. Consumers also can
find more information about how to protect themselves from scams by following the
Wisconsin BBB on Facebook, Twitter, Instagram and YouTube.

ABOUT BBB: For more than 100 years, the Better Business Bureau has been
helping people find businesses, brands and charities they can trust. In 2021, people
turned to BBB more than 200 million times for BBB Business Profiles on 6.3 million
businesses and Charity Reports on 25,000 charities, all available for free at BBB.org.
There are local, independent BBBs across the United States, Canada and Mexico,
including BBB Serving Wisconsin which was founded in 1939 and serves the state of
Wisconsin.
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